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The intent of this lab guide is to help you quickly establish a test lab
deployment of Novell eDirectory on the Linux operating system. Specifically, it
will walk you through the setup of Novell eDirectory 8.7.1 on SuSE Linux
Enterprise Server 8.2. While the processes described in this document can be
followed using different Linux distributions and Novell software versions, for
best results ,we recommend using the same software and versions noted in
this guide.

To obtain copies of Novell eDirectory 8.7.1 and Novell iManager, go to
http://download.novell.com. An evaluation license for eDirectory can be
obtained from
http://www.novell.com/licensing/eld/LRequest.jSp?ENCRYPTION=EVAL. The
SUSE Linux distribution can be downloaded from www.suse.com, or purchased
through most major software retailers. You’ll also need an LDIF file, which
you will use to import sample directory objects, and a schema file, which you
will use to extend the eDirectory schema. Both files can be downloaded from
http://www.novell.com/coolsolutions/tools/1791.html.

Part I: Installing SUSE

SuSE Linux Installation Requirements

Processor Hard Disk Memory
e Intel: Celeron, Pentium to Pentium 4 2 GB Minimum 128 MB Minimum
Installation

1. Insert the SUSE CD into your CD-ROM /DVD drive and reboot your system.
Make sure the CD-ROM is bootable.

2. After the system boots from CD-ROM, it will display the installation method

screen. Use the Up and Down arrow keys to choose an installation option, then
press Enter.
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Installation - Safe Settings
Installation — APIC Enabled

Boot Installed OS5

Please get your Driver Update Floppy ready.

boot 1:-;?1‘.1.1::-“5 FOWERED BY UHITED

Fl=800x 500

3. When prompted to read and accept the End User License Agreement, click
Accept.

4. When prompted to choose the language you want to use, select English, then click
Accept to continue.

5. YaST displays a summary of the components you chose and the packages that
will be installed.
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Languzge
> Zelection

=

SuSE

Installatlon Settings

Click any headline to make changes or use the "Change_.." manu belome.

| Instaliation
Seflings

Perform
Instaliation

6. Choose your time zone:

Mode
* New installation
Keyboard layout
* English (U3}
Mouse
* |ntelirvheel mouse (Aus-port)
Partitioning

* Create swap partition 627.5 MB on Mdevihdal
* Create root partition 15.3 GE Udevihdaz wilh reiser)

Soflware

* Defaull system
* + KDE Desktop Ermdronment
* + Office Applications

* + Help & Suppor Cocumentation

gharrge...!' I

Abort Installation

==

a. Scroll down to and click the “Time Zone” link. This will let you choose your

time zone.

b. Scroll down to and highlight your time zone (for example, US/Mountain),

click “Hardware Set Clock to,” then change the clock to your local time.
c. Click Accept.

7. Click Accept again for the installation to proceed.

8. Once the installation has finished, YaST will attempt to boot your system.

Mow booting your systerm...

3

stop_ |

9. Once you are in your new system, you will be prompted to enter a password for
the root user. Do not forget or lose this password.

10. Enter your first and last name, then choose a username and password for yourself.

Novell eDirectory on Linux Lab Guide



11. When the Desktop Setting screen is displayed, leave these settings as the default,
then click Accept.

Please look at the current deskiop  Deskiop Settings
settings for the X Window Susiens,

if you don't ke them, you can

Change the zettings.

wou can select Text mode only
10 skip X Window configuration

altogether, If you do that, wou can i Tewxt mode only — ro Zraphical deskiop
alwrays run Sakor Saxzlater.

f you choose Graphical ® Graphical deskiop environment

desktop environment, the Card: 52 BECTETEE {23 )
current setlings will be lesled Monitor: Unknown [ 15-48 kHz § 30-90 Hz ]
when you select Next. Follow the Resalitians: BO0=E00
instructions thal appear. Color depth: 15 bit
20 Acceleration:
Unavailae

:

Cancel

12. You will be prompted to detect network printers. Click “Skip Detection” and
continue with the installation.

13. On the installation setup confirmation screen, click Next to continue.

14. The installation is now complete and you can log in to the system. Select your
username from the choice on the screen and type in your password. You’ll then be
logged into SUSE Linux.

Part I1: Configuring the Ximian Desktop

You should install the Ximian Linux Desktop, as it will help with future updates, installs,
and configuration changes. You won’t be installing the full version of Ximian; you will
install a trial version. To order the full version of the Ximian Desktop, see
https://store.ximian.com/.
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1. Open a terminal window by clicking the following icon, located at the bottom of
the screen on the menu bar:

2. Change to the root user. Notice that the prompt will change so that the # sign is
shown. You are now the root user.

dante@linux:"™> =u
Password:

3. Enter the following command, or cut and paste the command into your terminal:
wget -q -O - http://go.ximian.com |sh

Note: The | character above is the "pipe" symbol, obtained by pressing SHIFT-\
on most keyboards.

4. Follow the onscreen prompts until you get to the Ximian Installer screen.

Ximian Installer

Welcome to the Ximian Installer,

To begin Installing the Ximlan product of your choice, click
the Forward button,

To cancel mstallation, click the Cancel button. I you have

trouble, check suppeart.ximian.cem for more nfcomation.

Afver installation, you can install additional software from
Eimian and ather vendars by running the Red Carpet
application

5. Select “Ximian Mirror Site,” then click Forward.

6. If you’re using an HTTP proxy, enter it at this point. Otherwise, click Forward
again, enter your update registration information, then click Forward.
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7. Select the closest download mirror to your location, then click Forward, after
which the installer will detect your distribution. Click Forward again.

8. Select “Ximian Desktop 2,” then click Forward.
9. On the Component Selection screen, click Forward.

10. The installer will show any software dependencies that must be installed. Click
Forward to proceed.

11. The Ximian Installer will now finish installing the packages on your system. After
the installation is finished, click Close, then reboot your system.

Ximian Installar

Installation Complete

Thank you for installing Ximian Deskbop 2

Click the Closea button to exit the instalker.

Part I11: IP Configuration

In this section, you will learn how to set up your server so that one of the network cards
has a static IP address. The other card will serve as a DHCP server. This process is fairly
simple with SUSE Linux. If you already have a static IP address available for your use
(assigned to you by your network administrator), substitute it for the sample address
given in this section.

1. Onyour menu bar, click System, then click Administrator Settings on the drop-
down menu.
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2. Enter the administrator password, then press Enter.

3. Inthe YaST Control Center, click Network Devices (on the left hand side), then
click “Network card.”

YasT2 Control Canter = akita

5 ﬁ Fncna Ansariog

Machine

(_Help | | Seach | L=l

4. Click “Change...” near the bottom of the Network Cards configuration screen,
then click Edit.

5. Click “eth0,” click Edit, click “Static address setup,” then enter the IP address and
Subnet mask that has been assigned to you.
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YasT2@akita

Configure your IP address, Metwork address setup

You can select dynamic acdiess
assigrment, ¥ you have a DHCP
BEFVST LI O ORI KCA) etk
Madweark davice ]m
Alaa galect this il you donol have B

sl |F addness asskined by tha —Chaose the setup methcd
:H!tﬂlﬂ mdminisiralor ar :fﬂ.lrl:ﬂﬂﬂ‘ o
CEL provider. 0 Aptomatic sddress salug (Wia CEICF)

Hetwork addiesses will lhen b IE) Slae addees Selup
sbtsined aulamatically from he P Acdross Subnat mask
T

[r37 65 147.88 258, 255, 2820

Clicking Maut completas the
configuration,

— Distalled saibngs
Daherwise, natwik addrasses must

be asskned manuolly. | Haosd namss and name Sardar |

Enter ihe IF address (2.9,
1692 1688.100.949) for your compuler,
e netaoik mask jusually
255 755 255.0). and, oplionaly. tha |
dalaull galeway IP adrass

L Rauing J

Hardwars Cwulals |

Contact your network edminisirator
for mone inlarmiation about the:

nelvword conliguralion Back fibort |.|| et |'

6. Click Next, click the line that says “eth1,” then click Edit.

7. Click “Static address setup” again, and enter 10.0.0.202 for the IP address and
255.255.255.0 for the Subnet mask.
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YasTZgda-02

Configure your 1P address.

You can select dynamic address
assignment, i you have a DHCP
SEMVER FUNNING on your local netwark,

Algo select this il you do not hide 4
stalic IP address assigned by the

Network address setup

Malwark device |alhi

—Choosa e salup method

system administralor or your cable or
CSL provider. ) Automatic eddress setup (via DHCP)
Network addresses will then be = Static address sstup
obtained automalically from the IP Address Subnet mask
SR

|1 0.0.0.202 255.2585.255.0
Clicking Meat complales the
configuration.

~Dedailed seltings
Othensise, network addresses must
be assigned manually. | Hest name and name server |
Enter the IP address (e.g..
Aol
182,168, 100.99) lor your compules, L ikl J
the natwerk mask {wsually
Hardware Detal

265,255, 265.0), and, optionally, the L ik )
detaull gateway IP address.
Contact your netweork sdministrator
for more infarmation about the
nitwork conliguration, Back | Apon |

8. Click “Host name and name server,” then click Modify in the dialog box that
appears.
a. Enter your Host Name, Domain Name, and name server information. For
the Host Name, use da02. For the domain name, use digitalairlines.com.

b. Enter the primary and secondary name servers you were provided with.
c. Enter 10.0.0.202 and digitalairlines.com for the tertiary name server.
d. Click OK to continue.
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YasT2Zgda-02

2 YaST)

Insert the host name and demzin -~ % Host name and name server configuration

name for your computer. Name
sener list and domain search kst
are optional.

A name server iz a computer that
lramslates host names into IF

— Host narme and damain nam

addresses, This value must be Heost Name Domain Name
entered as an IP address (2., |da-02 digitalairiines.com
10,19.0.1), [

0001}, nal as a host namie sl

Search domain is the damain nama
where host neme searching stars.
The primary seanch domain is

-MWame servers and domain search list

Mame Server | Comajn Seach 1
usially the same as ihe domain
e e [137.85.1.1 [prove.novell.com
suse.de), Thare may be additional Marme Sener 2 Domain Seach 2
geach domaing |:E.g.. SLSE Com). |13?.EE.1 3 |FWU.“WB" com
It you are using CHCP 1o get an [P Mame Server 3 Domain Search 3
address, check whather toget a ——
R e [10.0.0.202 [digitalzitinas.c om

nams servers and seached I
domalns via DHCP. N

I you plan o use a dial-up Intarne
connectien and have gel up your
connection to use dynamic DNS

' &
assignmant, these values will o ;I Back | Aot |

temocrarily disablad durinn the
ey ——

9. Finally, select Routing, enter the Default Gateway address that you were assigned,
then click OK.
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YasTz@akita

The routing can be set up in this RDI.ItiI'Ig configuration
dialog. The default route matches
every possible destination, but poorly.
If any other entry exists that matches
the required address, it will be used
instead of the default route. The idea
of the default route is simply to [SeladlCateway
enable you to say "and everything l|13?_55_141 254 3 J
else should go here”. E
Enable the IP forwarding if the —Routing Table
system is a router. || Expert Configuration

Destination | Gateway [ Netmask | Device |

( J | J J
|”| Enable |P Forwarding
Back Abort OK

10. Click Next at the bottom of the screen, then click Finish.

The Static IP configuration is now complete.

Part IV: Installing eDirectory

eDirectory Installation Server Requirements

Objects Processor Memory Hard Disk

100K Pentium 111 450-700 | 384 MB 144 MB
MHz (Single)

1 Million Pentium 111 450-700 | 2 GB 1.5GB
MHz (Dual)

10 Million Pentium 111 450-700 | 2 GB+ 15 GB
MHz (2-4)

Novell eDirectory on Linux Lab Guide 12



eDirectory Installation

Make sure that you have the eDirectory license file available on either a floppy disk or on
the hard drive itself. The easiest thing to do is to place the license file in the installation
directory located at Linux/setup/. To request an eDirectory evaluation license, see
http://www.novell.com/licensing/eld/LRequest.jSp?ENCRYPTION=EVAL.

Depending on which method you are using to install eDirectory, the way you invoke the
installation script will be slightly different.

If you are using the installation CD, you need to mount the CD. This can be done simply
by entering mount /media/dvd or mount /media/cdrom at a system prompt, depending
on whether you have a DVD or CDROM drive.

1.

4.

Open a terminal window by right-clicking the screen and selecting the “New
Terminal” option from the drop-down menu.

Enter su at the command prompt to change to the root user, then enter the
password for the root user. Notice that the prompt will change so that the # sign is
shown. This indicates that you are the root user.

Go to the directory of the setup script by entering cd media/cdrom/Linux/setup/
or cd media/dvd/Linux/setup/ at the command prompt.

Enter ./nds-install at the command prompt to run the install script.

If you downloaded the tarball, you need to unzip and untar the file before you run the
install script.

1.

Open a terminal window by right-clicking the screen and selecting the “New
Terminal” option from the drop-down menu.

Enter su at the command prompt to change to the root user, then enter the
password for the root user. Notice that the prompt will change so that the # sign is
shown. This indicates that you are the root user.

dante@da-02: ~> su

Password:
da-02: /home/dante # I

Use tar zxvf <filename> to untar the program.

da-02: /home/dante # tar zxwf eDir_871_ linux_full.tar.gz D
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4. Go to the setup script directory, then enter ./nds-install to run the install script.

da-02: /home/dante/Linux/setup # ./nds-install]]

5. After the introduction screen finishes scrolling down the screen, press Enter to
continue.

6. You are prompted to read the License Agreement. You can use the spacebar to
scroll through it a page at a time. Once you reach the end of the agreement, you
can choose to accept it (y), not accept it (n), or quite the installation (q).

IXX Do you accept the terms of the Mowell elirectory {(8,7.1) license agreement '[usndgl 7 'y
7. Enter 1,2, then press Enter to select the eDirectory Server installation.

8. If you have already placed the license file in the setup directory, the install script
will continue unimpeded. Otherwise, the install will prompt you for the location
of the file.

9. The setup will automatically install the necessary RPMs, then exit. Read the
readme.txt file located in the Linux/ directory (located one directory above where
you are currently) before continuing with the eDirectory tree configuration.

10. Use ndsconfig to set up your initial tree. Enter ndsconfig new -t DA_TREE -0
8000 —O 8443 at the command prompt.

|da-02: /home/dante/Linux/setup # ndsconfig new -t DA_TREE -o B0OOO -0 B443

11. When you are asked for the admin name, enter admin.DA. Enter novell for the
password. For the server context, enter da.

Enter admin name with contextladmin.orgl:admin.da
Enter the password for admin.da:

Re-enter the password for admin.da:

Enter server contextlorgl:da

Starting the serwice 'ndsd'... Done.

Configuring eDirectory with following parameters

Admin name = admin.da
Tree name = DA_TREE
Server Context = da

dibdir path = /wvar/nds/dib

eDirectory is now set up on the server.
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Part V: Setting Up a DCHP Server

In this section, you will learn how to set up DHCP on your server.

1.

Open the openoffice.org word processor application. On your Ximian Desktop
toolbar (at the top of the screen), there should be an icon that has a pen on it.
Click that icon to open the word processor.

Once the application is open, click File, then click Open. In the filename box
enter /usr/share/doc/packages/dhcp-server/examples/simple_dhcp.conf.

Click File, then click Save As. In the filename box enter,
/home/<name_of your_user>/dhcp.conf (for <name_of your_user> enter your
username).

Edit the following lines

# let's give the local domain a name
# (which should correlate to your name server configuration)
option domain-name "beer":

# this assumes that your dhcp server is also the router for the subnet
option routers 192.168.0.1;

# clients shall use this host as pameserver, too
option domain-name-servers 192.168.0.1;

# this can explicitely be specified
option broadcast-address 192.168.0.255;

# these 10 addresses will be given out dynamically
subnet 192.168.0.0 netmask 255.255.255.0 |

range 192.168.0.11 192.168.0.20;

# options may also be put here if they are not global

to be as follows:
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# let's give the local domain a name
# (which should correlate to your name server configuration)
option domain-name "digitalairlines.com";

# this assumes that your dhcp serwver is also the router for the subnet
option routers 10.0.0.202;

# clients shall use this host as nameserwver, too
option domaln-name-servers 19.0.0.202;

# this can explicitely be specified
option broadcast-address 10.0.0,255;

# these 50 addresses will be given out dynamically
subnet 10.0.0.0 netmask 25%.25%5%.255.0 {

range 10.0.0.50 10.0.0, 100,

# options may also be put here if they are not global

¥
Save the file, and then exit the program.

5. Atacommand prompt as root, enter mv dhcp.conf.txt /etc/dhcpd.conf.
da-02: /homesdante # mv dhcp.conf.txt fetc/dhcpd.conf

6. Enter dhcpd ethl, then press Enter.

7. To make the DHCP server start on reboot, click System on the toolbar, click
Administrator Settings, then enter the root password.

8. On the left-side menu, click System, then click Runlevel Editor on the right side.
9. Click “Runlevel properties,” then scroll down to the “dhcpd” service.

10. Highlight the dhcpd service ling, click “Set/Reset” at the bottom of the window,
then click “Enable the service.”
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¥asT2Gakita ]

SuSE
Assign system senvices 1o runlevels Runlevel editor: details
by selacting the list entry of the
respective senvice then checking o Curment unlevel: |5: Full multiuzer with metwork and xdm
unchecking the check boxes B-5 for
the runlavel. Service [Aunning (B (0 |1 |2 |3 [5 |8 |5 |Description 03
; cipe Mo start the CIPE Tunnel
Ehrt-'ﬂtnpu'ﬂﬂu.ﬂl: l...lsa this to start o Vg a3 5 Cron job service
of Stap sendices individuglly, ; I
cups Yog 2 3 5 Star CUPS printer daemcd
Sel and Reset: Select mnlevels in 3 DHCP Server
which to run the cumently selected ancrelay No CHCF Relay
SRVice. dirtel Me Contral drbd rescurces
+ Enabls the service: Activates  [£V16 Yes 2 3 6 Stan the event logging da,
the =ervice in the standand fam Yasg a3 B Tile access m-:mitnfirg
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Back Abagrt Einish

11. Click Finish and close YaST.

Part VI: Installing iManager

Novell iManager is a Web-based network management application. You can use
iManager to configure network services, set up and manage your eDirectory tree, and
create and manage eDirectory objects.

In this section, you will learn how to install iManager. After iManager is installed, you
will able to populate and make modifications to your eDirectory Tree.

Note: UNIX platforms require a separate installation of Apache, Tomcat, and the JVM in
order for iManager to run properly. The minimum web services requirements for UNIX
platforms are JVM 1.3.1_02, Apache 1.3.20, and Tomcat 3.3a. For more information, see
the Novell iManager Administration Guide.

1. Atacommand prompt, as root, untar iManager.

da-02: fhome/dante # tar zxwf 1Man_201_linux. tgz D
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2. Change to the iManager directory and start the install script by entering
Jinstall.sh at the command prompt.

3. The script will prompt you to continue with an install or an uninstall. Press the “i”
key to continue with the install.

4. Enter yes for the express install.

5. Scroll through the license agreement using the spacebar to read a page at a time,
then enter y to accept the agreement.

6. Enter the admin name, context, and password. You will be prompted for a PCO
password (the syntax is “cn=admin.o=da”; use novell as the password). Because
this is a fresh install, use the same password that you used for the admin
password.

7. When you are prompted to make any changes, enter no, then press Enter.

8. Scroll through the documentation screen, after which you will be finished with the
iManager install.

Part VII: Extending the Schema and Importing an LDIF File

Now you will prepare and populate your directory.
1. Make sure that the schema file is located in the /nome/<your_user_name>/
directory. At the command prompt, enter ndssch -t DA_TREE admin.da da-
20.sch.

da-02: /home/dante # ndssch -t DA_TREE admin.da [fa-20.sch

2. You will be prompted for the admin password, after which the schema will be
extended.

3. Open a browser and enter the IP address of the server as follows:
<ipaddress>/nps/iManager.html
Enter admin for the user and novell for the password.

4. Click the LDAP entry on the left menu, then click LDAP Overview.
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LDAP
Create LDWP Object
Delete LDWP Obiject
LOWAP Crve i

5. Click the LDAP Group da02.da.
LDAP Overview

"a"iun BRSNS View LDAP Servers

EEE LDAP Group - akita.da

6. Unclick the Require TLS for Simple Binds with Password box, click Apply at the
bottom of the page, then click OK.

LDAP Group: LDAP Group - akita

| General j

Server List

LOAP Server - akita.da

Authentication Options

Prosoy user:

|

7. On the Left menu, click eDirectory Maintenance, click Import Convert Export
Wizard” (ICE), then click Next.

8. Inthe “file to enter” text field, enter the path to the da-20.ldif file, then click Next.
9. In the “server dns name” text field, enter the IP address of the server, and then

click Authenticated Login. Enter the admin name and object (the syntax is
cn=admin,o=da), then enter novell as the password. Click Next.

Novell eDirectory on Linux Lab Guide 19



Select the import destination.

Server DMS namefIP address:
|137.65.147.68

Port: 389

DER fila: I Elruwse___l

(Meeded if a secure port iz used.)

¢ Anomymous login
& Authenticated login

User DN: ||::n=admin,|:|=da

[ex: cn=admin,o=novell)
Passward: [
Advanced Settings

W Jse LBURP [Lightweight Bulk Update/Replicate Protacal)
™ Allow forward references

7 Use LDAP protocal version 2

[T Store MAAS Simple passwords/Hashed passwords

10. ICE will then generate the import command and show it on the screen. Click
Finish to continue.

The Tree is now populated and you can administer it using iManager. For more
information, see the Novell eDirectory Administration Guide.
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